Using Digital Signature
with ASYCUDA SYSTEM




The CUSDEC submission without Digital
Signature

s CUSDEC submission confidential and protected ?

L

s O Encrypted Session

YES !l!

Your Office Computer

ASYCUDA World System
In Sri Lanka Customs

Then, Why do we need a digital signature ?



Digital Signature assures

1. The document is authentic and comes from a verified
source. ( Authenticity )

2. The document has not been manipulated since it was
digitally signed. ( Integrity )

3. Its identity has been verified by a trusted organization
(the CA — LankaSign). ( Sender cannot deny - Non —
repudiation )

What is a digital sighature? (signaturit.com)



https://blog.signaturit.com/en/what-is-a-digital-signature#1

Your Digital Signature Token

This token contains a pair of keys.

1. Private Key (password protected)
This key is for signing operation

2. Public Key ( Shared )

You share this key with Sri Lanka Customes.

This key is used by the receiver(Sri Lanka Customs) to verify the
sender.



How Does Encryption Work?

Digital Signature
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Ref : https://blog.signaturit.com/en/what-is-a-digital-signaturett1




How Does Digital Signature Work?

What is Hash of a file ?
How Does a Digital Signature Work?
A message digest, or hash, is a
signature that identifies some

@© ey o ey |§.§__|Il N ) amount of data, usually a file or
ash Asi SENDER SIGNED message. Cryptographic hashing
® ALGORITHIM VALUE PRIVATE KEY MESTAGE ® algorlthms are One_dlrectlonal
%) J ? mathematical formulae designed to
SENDER E. RECIEVER generate a unique value for every
8 ----» oy L possible input-in this case, the
MESSAGE PUBLIC KeY VALUE data.

Ref : https://sectigo.com/resource-library/how-digital-signatures-work Ref : https://us-cert.cisa.gov/
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How does this work?

A. Generate HASH value of the CUSDEC(Data Set) or scanned document (invoice pdf file)

B. Encrypt the HASH value using your private key (Not shared)
C. Attach this encrypted hash value (signature ) to the CUSDEC or the document (pdf file)

D. Submit the CUSDEC to Customs.

E. Decrypt the encrypted hash value using your public key (Shared key) — Authenticate the
signature.

F. Generate a hash value for the CUSDEC or the document ( pdf file ) again.

G. Compare the decrypted hash value with the new has value.



Stake Holders

=Clearing Agents.
*Importers / Exporters (Traders)
"Banks

*Other government regulatory agencies



A — Clearing Agents

Direct ASYCUDA users

Submitting Documents
to ASYCUDA on behalf of
Traders

Traders and Clearing agents

B — Traders (Importers /
Exporters)

* Indirect ASYCUDA users

e Submitting Documents to
ASYCUDA through
Clearing Agents




Applying Digital Signature to Customs
Clearing Process

1. Sharing the public key of the digital sighature with customs
(ASYCUDA World System).

a. Exporting the public key from the USB dongle
b.Attaching the public key to ASyCuDa World user profile.

2. Digitally signing Customs declarations.

3. Digitally signing other attached documents.



Save the DLL file

*During the process of installing Digital Signature USB
Dongle to your computer the DLL file will be generated in
your computer.

*|t is the Connection Driver between your computer and the
Digital Signature USB Dongle

*Save the DLL file in an easily accessible location in your
computer



Exporting the public key from the USB dongle.

a) Log in into your USB dongle as a token user or as administrator (Fig. 1)

Jﬁ' SafeMet Authentication Client Tools - 0
gemalto’
SafeNet Authentication Client 20128 |

Figure 1: Usb dongle login



Exporting the public key from the USB dongle.

b) Start from command line the Windows certificate manager using certmgr.msc (Fig. 2)

Type the name of a program, folder, document, or Internet
— resource, and Windows will open it for you,

certmgr.msc L

Cancel | | Browse...

Figure 2: Starting certificate manager from windows



Exporting the public key from the USB dongle.

c) Expand the Personal folder and select the user certificate to export the public key (Fig 3)
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Figure 3: Listing the user certificates



Exporting the public key from the USB dongle.

d) Follow the wizard to export the public key of the selected user certificate. Make sure that the
format of the export file is .p7b (Fig. 4). Make sure that you include all certificates in the
certification path.
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Figure 4: Selecting the p7b format for the exported file



Attaching the public key to ASyCuDa World user
orofile.

a) Go to the “Document Library” of ASyCuDa World application and write click the “My Profile”,
then select “Add Certificate” option

File View Window Help
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Attaching the public key to ASyCuDa World user
profile.

b) Import the public key and attach to user profile.

v x

Figure 6: Selecting the public key file from your computer



Attaching the public key to ASyCuDa World user
profile.

c) Verify the data of your public key certificate and click on the button finish (Fig. 7). Click on the
button OK to finalize the operation.

- v X

Figure 7: Verifying the public key before attachment



Attaching the public key to ASyCuDa World user
profile.

c) Verify the data of your public key certificate and click on the button finish (Fig. 7). Then click
on the button OK to finalize the operation.

- v X

Figure 7: Verifying the public key before attachment



Activating Public Key of the Digital
Signature

After you attach the Digital Signature to your ASyCuDa
profile, it will be activated within twenty four hours




Digitally sighing Customs declarations

As soon as you attach your certificate (containing your public key) to your user profile in Asycuda

World, you have to wait until ICT Division approves your certificate. An approved certificate
looks like the one in figure 8.
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Figure 8: Approved digital certificate by ICT




Digitally Signing a CusDec

CUSDEC |

I 2 Fynnrtar

To submit the
Digitally Signed
CusDec you
have to click
this Symbol




Digitally sighing Customs declarations

a) Before assessing a CusDec, you have to provide the USB dongle library file. For that, select the
option “Import a certificate from a SmartCard”. If you are using gemalto USB dongle and have
installed SafeNet software, so you have to provide the eTPKCS11.dll library (fig. 9)

Choose a certificate source

Select and set cenificates to be used for document signing.
The available optlons are:

4 Seled & ceriflcale from & local e (keystore);
& Load a cerfificate from a smart card.

CrVIndows1SysiemI3Ta TPRICE11 dil

Figure 9: Providing the dll library to access certificates in usbh dongle



Digitally sighing Customs declarations

b) Select the user certificate from your USB dongle and provide the password of your private key
to sign the CusDec (Fig. 10)

e Choose certificate | x|

- i x

Figure 10: Providing your private key details to =sign the cusdec




Digitally sighing Customs declarations

c) Once a CusDec is Digitally signed, you can verify it using one of these two ways:

c.1) Select the declaration using the finder, right-click and display the history (fig. 11).

created on: 1018 1046 AM
by user: brokerig
full narme: dd
owner: 44068422682525-1
lecked: no
I froam: nia
by: mia

Current version:

Vershon status WRer
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1 1118 19:01 AW Assessed  Vahdate and 3556855 4406422682525-1  brokerd8  yes —
TH - x

Figure 1l1: Verifying a signed cusdec from the finder



Digitally sighing Customs declarations

c.2) Open the CusDec in View mode, click on the button to show up the digital signature details
(Fig. 12). = el T T ] e b (e s e R S e e S e S e e
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Figure 12: Verifying a digitally =signed cusdec in View mode



Digitally Signed Scanned Document by Trader
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HOW TO UPLOAD SCAN DOCUMENTS TO
THE CUSTOMS ASYCUDA SYSTEM

Open a new declaration in ASYCUDA World.
Go to Scan.Doc at the bottom of the declaration




HOW TO UPLOAD SCAN DOCUMENTS TO
THE CUSTOMS ASYCUDA SYSTEM

Click on the new button.
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‘ New| Code




HOW TO UPLOAD SCAN DOCUMENTS TO
THE CUSTOMS ASYCUDA SYSTEM

Select the Scan Doc (pdf less than 140kb) you want to upload and click on Open

' Open u
%‘ M @ Look In: [ Documents "’| @@@E

coae 3 custom Office Templates 3 Hew Folder {2) 3 my'doc.pd.
1 Fax 1 Scanned Documents [y PDF5672
1 My Music [} 5.pdf [ SL Custo
1 My Pictures B ANNEX A_requirements.pdf B SL Custo
3 My Videos [ Document1.pdf [ testLetter
3 Mew Folder |__€‘| Icl remove doc.pdf rj vatform_
| »

File Hame: |5.pd11 |

Files of Type: | Corresponding files for scan document / - |

|
%L i
Document library




HOW TO UPLOAD SCAN DOCUMENTS TO
THE CUSTOMS ASYCUDA SYSTEM

Left click on the mouse while the mouse pointer is on the Documentl.pdf. The colour of the bar will change.

28 e LT LTI - IR

Code . = / File name 5 Status I

When you take the mouse to the upload button the colour will change to yellow.
L4

B B @ Q 0 0

Code ' File name ' Status |

Next click on the Upload button
B Y e

File name




HOW TO UPLOAD SCAN DOCUMENTS TO
THE CUSTOMS ASYCUDA SYSTEM

When the upload is completed the status button will indicate 100% has been uploaded.
S = % © v o,

Code File name { Statu
5 pdt T _IEEL

Next click on the Code and select the relevant document.

| SAD. ValNote AsmtlNotice Info.Page At Doc. Scan.Doc. EVDF  Remitiance




HOW TO UPLOAD SCAN DOCUMENTS TO
THE CUSTOMS ASYCUDA SYSTEM

Next click on the verify button at the top of the menu bar. You will get a message stating “Document verified”.
[2) Detailed Declaration - New [2018]
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SAD - Attached Scanned Documents Page
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THANK YOU




